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APJ: Top Web App and API Attack Verticals
January 1, 2022 — June 30, 2023
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Financial services remains the most frequently attacked vertical in APJ


https://www.akamai.com/zh
https://www.akamai.com/zh/resources/content/2023-sans-survey-api-security

G

R =R

TR AP FEM IR AN ERMIAL T ECEE
K AEBRMERREBF. ETKBXEFEE
PR sTkET, FEERE SR REREK
iH. BERREY REREFERE, RERFMAR
, UREHEMEENEL. BEMTMRAOEE
MWETEﬁFk%ﬂ%% cEl, L AFIEd R

lﬁlo

RBH FREITHOEIE, £8F 17 CRENZFRITHK
F, T—HFLAER. BEFENE, THRITHA
BN ALl KB = E K EALFILM, E¢¢l£
13% (4922542 N) , EDES11% (1.91ZAN) ,
FEFF_F[I;E 6% (9,600 HAN) o FELAHK, J‘;ﬁtaﬁ
%FﬂAﬁﬁﬁﬁﬂﬁﬁﬁ%%mAkﬂﬁlﬁ
mT—AEkm SiETYg, fhiT AR 550 12
1150 12T 2 8.

EHLTE APl RER5IPHRBIIER

@ﬂﬁ%iﬁ%%ﬁ%@wm%iﬂ%*%ﬁﬂﬂ%
SRR HZHIE, NMiREERE. XLENEE
Rir& %%FM%% RAMRE. SRIELME
FrELE) T E RSB TR LA A

BRAXLEATHHAELZ, BERNBAET Eb®
AN TSR AR IP BRI R A R MR T 18] R &
Mo Akamai f#R7T ZEANE BT ERIIGETFX L%
M, MEARSHBHEEIFIIE.



https://www.akamai.com/zh
https://www.worldbank.org/en/topic/financialinclusion/brief/achieving-universal-financial-access-by-2020

G
HETAE APl & KERHY

6 N

BERIPRSMGETERGEET AP HKEER
AMiE. AIFERY APl RERBEULABELT RN TR,

1.5 G5B ME

SRR EZESERERRZTIEE, AN
R AR, DUEIIEXT APl R2 KRR KR
HE. XM EEEALHER. MEMLZLIZEH
B SMHEBN. XEERIT. ZEEMIFULER/E
MEANKERES 5.

2.API ) &I F4 B

RiP APl WE—L R EAEAN W AN AP FFH
THRE. BEMLERE, RETEITREE THRIEERN
EEURHRE RSB EREB .

3. M iR 1A IXUBE

—BXRI API, SRHAL T RIEIK AR 1T
flr, REHRBIFIERIFR. MiRi2N &M E APl FF
RMARBEPEZH, DBRFENREE.

4. 3K HE1T At

APl fRIFZ BN N AR R EELRRI R BA R -
1T AR L5 ZEE AP #EF] R X3 5K EE .
I FEFERFE RIS APHT ALURSIEE
B o

5.4L 5 E [E"OWASP + KifmiE"#= %l
-y
SEHRS R RIS AR E 22T

(OWASP) kK APl Z& A, MR EERIF. XLk
IR E T 200 APl B X BiRRAFRHE -

OWASP API Top 10 coverage by Akamai

API1:2023 — Broken Object Level Authorization: BOLA vulnerabilities can
occur when a client’s authorization is not properly validated to access specific
object IDs.
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API2:2023 — Broken Authentication: BA refers to broad vulnerabilities in the
authentication process, exposing the system to attackers that can exploit these
weaknesses to compromise API object protection

Ky

API3:2023 — Broken Object Property Level Authorization: BOPLA is a security
flaw where an API endpoint unnecessarily exposes more data properties than
required for its function, neglecting the principle of least privilege.
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API14:2023 — Unrestricted Resource Consumption: This is a type of vulnerability,
sometimes called API resource exhaustion, where APIs do not limit the number
of requests or the volume of data they serve within a given time.
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API5:2023 — Broken Function Level Authorization: BFLA can occur when
access control models for APl endpoints are incorrectly implemented.
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API6:2023 — Unrestricted Access to Sensitive Business Flows: This risk
arises when an API exposes critical operations like business logic without
sufficient access control.
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API7:2023 — Server Side Request Forgery: SSRF allows an attacker to
induce the server-side application to make HTTPS requests to an arbitrary
domain of the attacker’s choosing.

Ky,

API8:2023 — Security Misconfiguration: This refers to the improper setup
of security controls, which can leave a system vulnerable to attacks.

Ky

API9:2023 — Improper Inventory This is a chall for every
organization managing APIs. API security solutions can protect known APls,
but unknown APIs — including deprecated, legacy, and/or outdated APIs

— may be left unpatched and vulnerable to attack.
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API110:2023 — Unsafe Consumption of APIs: This refers to the risks associated
with the use of third-party APIs without putting proper security measures in place.
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