Akamai

FI FH Akamai Il ZE&EH
FIAEh Z R R (A 8%



G
BHx

TREBET R 5
34 iE]
RIFEEERNERERRZE
PEIEZ&59E URL
BN VPN B T
LTS
PE L A & Fi¥= (C2) AR S5 28
M
IR AR
7l P IRAR SR R T o
k4
IRBIRT R LTS
FEIE LAN I
BR | & TR % 1
it
RELLE ittt 55 43 4
E4=10:t ]

10

10

11

11

11

akamai.com | 2



https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
https://www.zdnet.com/article/the-cost-of-ransomware-around-the-globe-to-go-beyond-265-billion-in-the-next-decade/
https://www.zdnet.com/article/ransomware-warning-theres-been-another-spike-in-attacks-on-schools-and-universities/
https://www.washingtonpost.com/local/local-government-ransomware-dc/2021/08/05/048051cc-efc6-11eb-81d2-ffae0f931b8f_story.html
https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
https://www.bleepingcomputer.com/news/security/us-offers-15-million-reward-for-info-on-conti-ransomware-gang/
https://www.bleepingcomputer.com/news/security/us-offers-15-million-reward-for-info-on-conti-ransomware-gang/
https://www.bleepingcomputer.com/news/security/us-offers-15-million-reward-for-info-on-conti-ransomware-gang/
https://www.bleepingcomputer.com/news/security/us-offers-15-million-reward-for-info-on-conti-ransomware-gang/
https://www.bleepingcomputer.com/news/security/us-offers-15-million-reward-for-info-on-conti-ransomware-gang/
https://www.akamai.com/zh

FIF Akamai £ R EBRFT R, ERGENEIHRGREER
BRI S

WS HIREESRERY), EP—MHREHRNYG, IHEANTERGEEX RS
ERXH#ITINE, BERESLEER. ME, TERGRAESIUIRMARBERE XHR
RBENBEZEARERGAEN, FEWRH#ER. L5k, PRUHFLREAUNFER
BHAS, FEFRUINEZEELIREATIINEN, BHELHXEHRARW L
HE,

ZRREBRAXELE, oA THRHRWAILRE E R A FERLHE B R
AEEBER BT XA EAHR.

akamai.com | 3


https://www.akamai.com/zh

G

TREMZERHFRHE

PEZRHBEHNIELRE R, REREHHARF R ATREEERG N, WEHE
BRI EETEREY WA BAIME, REAFEnE. MRARM—aTENMNE,
WHEERRAEBRENKPREEE. HRUGRTRERE, WEELARITESAE
B, BRAUMER>™. #OB%%E. ILLRREREMINSRRGERDE.

EX—HENENTRP, BEFSISEBLNIRERE. FIA Akamai tlZEE
HRET AWM AR, NN EE, EZRIT—SEPERAFEN0HREREE
AT BEIE A IVMETIRE » AB KR PHIEHE AT RBUMMAFI A Akamai Guardicore Segmentation.
Enterprise Application Access # Secure Internet Access, MMERGEINE N AR FE
RGN FFRE LE BRI B

haifi]

WHE -, BEEMNMEBANER B

&1
W& AL T M SRR EE R

AmEan

EZMBT, WEEERIMENEEBERIEIAE
H A7

iy & FE

WiEE BT HEFNEBERENARGE, EUEE
ANENAFLZERFEGS

ittt 3%
BEHEFRLET %, MR Rt BRI AR IR


https://www.akamai.com/zh
https://www.akamai.com/zh/products/akamai-guardicore-segmentation
https://www.akamai.com/zh/products/enterprise-application-access
https://www.akamai.com/zh/products/secure-internet-access-enterprise

G

¥I4ai771a]

BREVHHEEXENEHEMZEA. XEEOMTESRAREENTIAR, ILENEUAN
EM4. Akamai A]# BifEmE R 4RO, HREEEBEMLEZIM.

RIFEREEMEESSHEE
FIIF Secure Internet Access B AT HTIRE, RIFEREBRKMNBRERFREENE

i Kaspersky 1143, WiEH&E BT REAAT R RN G LN EE M EBKNE AR
F, FEBERFAREZENNRSE LM—HIRIE. 5120 Log4Shell (CVE-2021-44228)
#0 ProxyLogon (CVE-2021-26855), X&imiRMNSRkAH I ZFI AT ANENEMBENER
Bt

Enterprise Threat Protector EZ I B EZ f5, AJASIEE R EBMAIARE 28 EMETE AL
Web 2. BEEHXLEREFHITHN, NMHRRHEEEAEERREEN.

PR IE M55 URL

#I| /i Enterprise Threat Protector B URL #& & Th&E, il 3FBE I Mk - F

Mg EE—MIREE LM ENE T L. HEEEESXEE & B2 M 4EERIE Fhp
%, FEBREEFTEANBRGRERER. &R S _EE2 Enterprise Threat Protector
EPRmzE, BMeEBXHEMAR 25054 URL, AR FHEILEMEEREE
o

\ —
akam}ai.c

1

om -


https://www.kaspersky.com/about/press-releases/2022_exploitation-of-internet-facing-applications-is-the-number-one-initial-attack-vector-for-last-year
https://www.akamai.com/zh

G

AN VPN |

#I| A Enterprise Application Access, SEIl%4 H B{KZI 5 FAIRFH VPN i8], [T
RN T

EHSHREDANN, ZEDACERARETS, BLAFER VPN ERAeMENEIRL
MR, WHER INETMA", FaFAX—Yl SRR &R R 407 B R .
BIEESWER TN ABRFHEE VPN Eif, REATHEE LRI, ERLE
BAT, BEEESREFERDIRSRUTIERE. 2022411 B, WEEREF A
Fortinet VPN i 5525 FREVIR ARSI BAUR . AER#$RR G — S B2 TEAN
2

& Bf Enterprise Application Access, fER] AT M ELERE T A EEREKE| N AEFHG

m, MMEZEREEX—N. ZIHBRARERSL VPN RE, EASHARETEANMLE
MEL2IFEIR, MRNAIFRPIEENNARFHITERGE. X, BMEREER
BT AP EREILEE MFA (R, BRTEHRIZENMLE, REEHRERN—HA
BF.

fip & 092

PR LE Ay < FO#=H (C2) AR5 27

% B3 Akamai Secure Internet Access, PFHEIEEENHIE S 64 FNis 4 fR 5552

BERY (FHNEBRNMY) BEEESIG C2 REF[HITERE, UNZEIBLAIMLE
AFERERSHRERFE. B Akamai [ iZRBEEIBHITONT, RIVEREBKIE
SERGIER C2 4%, FHFEREFHAMAMALRELTHNEEXLE RS FIA
Enterprise Threat Protector & P i, FHAGEW LA IIRIEAEA DNS B15, FFELES
BEEANERE, AMmbLEEREGE R EEIEITHIEKE B iR


https://www.akamai.com/zh
https://www.esentire.com/blog/hackers-exploit-fortinet-devices-to-spread-ransomware-within-corporate-environments-warns-esentire
https://www.esentire.com/blog/hackers-exploit-fortinet-devices-to-spread-ransomware-within-corporate-environments-warns-esentire

G

b %)

ISZEE—E'L%)\M%, HESIRAN EMEME R =L THRNESEN, REHEFRERED.
BEEEHT W%Bﬁ{%‘, M Akamai Guardicore Segmentation Ffi BE @ I F X LB o

IR B M 2& 38
F| F Akamai Guardicore Segmentation #&ill25, IR HIATEERIM L4

WHFEAEF BimOAPERRAIMERS, AMZAZIHITNERANERN. EUR, 15
PRPRHILR B EE R RM GRS T —H X T LockBit 3.0 B1ZHHR]
CISA ~E1EH , 1ZBAEA T "SoftPerfect MR RNTIw O H—MHIF2
Nokoyawa #1ZM IR Bk, WA IMIEFEME ISR SQL fissa:, UEE
HAppya e .

Akamai Guardicore Segmentation AT EEMERRERE, ERNERNERNZEEREIR
Al PEEHHFAHEE, N EREE EEEREFNEE,

{4 INC-2E11962E

DESCRIPTION

A network scan has been detected

iE Destinations

IP Address Scanned Ports
SEVERITY
] 1,2.3,4.5,6,7,8,9.10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22
Medium 55,56, 57, 58, 59, 60. 61. 62, 63, 64, 65, 66. 67, 68, 69, 70, 71, 72, 73
104, 105, 106, 107. 108, 109. 110, 111, 112, 113, 114, 115, 116, 117,
142, 143, 144, 145, 146, 147. 148, 149, 150, 151, 152, 153, 154, 155,
ASSETS 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193,
218, 219, 220, 221, 222, 223, 224, 225, 226, 227, 228, 229,230, 231,
~ I 256,257, 258, 259, 260, 261, 262, 263, 264, 265, 266, 267, 268, 269,
294,295, 296, 297, 298, 299, 300, 301, 302, 303, 304, 305, 306, 307,
TIME 332, 333, 334, 335, 336, 337, 338, 339, 340, 341, 342, 343, 344, 345,
370, 371, 372, 373, 374, 375, 376, 377, 378, 379, 380, 381, 382, 383,
2022-11-03 19:07 408,409, 410, 411, 412, 413, 414, 415, 416, 417, 418, 419, 420, 421,
446, 447, 448, 449, 450, 451, 452, 453, 454, 455, 456, 457, 458, 459,
484, 485, 486, 487, 488, 489, 490, 491, 492, 493, 494, 495, 496, 497,
TAGS 522, 523, 524, 525, 526, 527, 528, 529, 530, 531, 532, 533, 534, 535,
m 560, 561, 562, 563, 564, 565, 566, 567, 568, 569, 570, 571, 572, 573,
598, 599, 600, 601. 602, 603. 604. 605. 606, 607, 608, 609, 610, 611,
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a#:~:text=S1040-,SoftPerfect%20Network%20Scanner,-Performs%20network%20scans
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a#:~:text=S1040-,SoftPerfect%20Network%20Scanner,-Performs%20network%20scans
https://thedfirreport.com/2023/05/22/icedid-macro-ends-in-nokoyawa-ransomware/#:~:text=of%20the%20intrusion.-,Discovery,-The%20discovery%20phase
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i, EARHEEENEME, HFEKXEXNES Linux fRE 886 SSH ER|H#ITRE
fi#. Akamai Guardicore Segmentation £&ZMX—FE BN, FBEHEESIA—I T
ERNERE. —BERENE#EZF, BEENBITHEBHICR TR, AREER—N

==k

H=o

UTH R EEER— R

Incident INC-7A98DC19  Severity: Higl
Affected Assel N Summary | © Session Recording | [)Files (10) = [ Processes (39) | = Network (4) Credentials (3)
ected Assets
= I + - I
port 60368 ] A user logged in using SSH with the following credentials: root / ****** & - Authentication policy:
port 22
s d Ended A possibly malicious Superuser oOperation was detected 2 times
tarte nde:
2022-05-29 12:29:41 2022-05-29 12:40:05

/tmp/.X25-unix/dota3.tar.gz was downloaded

Associated Incident Groups . .
Connection was closed due to timeout

Tags
An attempt to download /root/.ssh/authorized_keys was made
ST

New SSH Key | Successful SSH Login

Recommended Actions

+ Add custom tag
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Management Instrumentation (WMI).
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Title Scheduling
Malicious Powershell Actions
Query & History Set Label Quarantine | : | Quarantine

. - O Remove label from unmatched agents @
SELECT * FROM windows_eventlog

WHERE channel="Microsoft-Windows-Powershell/Operational™
AND

(lower(data) LIKE "%iex¥webclient%" OR

lower(data) LIKE "%invoke-mimikatz%" OR

lower(data) LIKE "%invoke-seatbelt%") LIMIT 1;

Alert to Syslog
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Section Source Destination Ports/Protocols Action
& Windows

Allow ¥ ansible-operator 5985 TCP | UDP Allow
1+ Any
& Windows

Block * Any 5985 TCP | UDP O Block
# Any
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