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https://www.scmagazine.com/brief/ransomware/black-basta-ransomware-gang-poses-significant-threat
https://www.darkreading.com/threat-intelligence/black-basta-gang-deploys-qakbot-malware-cyber-campaign
https://www.darkreading.com/threat-intelligence/black-basta-gang-deploys-qakbot-malware-cyber-campaign
https://thedfirreport.com/2022/09/12/dead-or-alive-an-emotet-story/
https://thedfirreport.com/2022/09/12/dead-or-alive-an-emotet-story/
https://attack.mitre.org/software/S0650/
https://attack.mitre.org/software/S0650/
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https://www.cisa.gov/uscert/ncas/alerts/aa20-209a
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https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-revil
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https://www.cyberark.com/resources/blog/lockbit-3-0-ransomware-learns-from-defenders-launches-bug-bounty-program-begs-hack-me
https://resources.infosecinstitute.com/topic/lockbit-ransomware-analysis/
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G

Necurs: EEHHZ M0 10 HUR TR

Necurs EFNERVMAI T 2012 &, XN AH, JR5IHAHE
KEWHEIAETE 8000 fi. ErEEHEMEENHNAETEHE, W

Dridex. TrickBot #A Locky %, BEUt48ZRER P FALNIER T =&KX
K. AVEENH, ZEFNEEBEITER MLEH MRS mEAMmE S
EZRLITEVMTLRNIR. XUFRSHEPMLE, EfEA DGA A
HC2BREBRITERSIME, RIEEHAFEEHHNER THETIE,

BT ATAESHEREFRITADSIN, Necurs B ZHAT . S
WARAREIE, METHASIER. EAIERS. £—FES,
Microsoft Ml TizEF MERiEsN, AR EERE 58 RAXKHTX
%7 380 AELIRERF. 2020 &£, PUERBIIMRERIEFEE, WiE T
Necurs B (&,

Monerodownloader: Z# EF WM&

BEHFBIIFSANIEN, EPZ -2 BAEARHIZEHITNE
BHET . BNURIIFZEANTHETITENEFNE, HEE
Z—HERIZHEMEILES FHEREZRD. [TTHHIXHRER
AR XE, MEAEEAIS; ETEEBREMEIIN A &2
3B BI%F Monerodownloader £l /D, RidE i TH — Lk
BAREBIFERERSS, FHiEEET C2 REBUKELFEREHT.

AEREHSIUEREN I SHMBELETET EFERBAFIIF. H
O ZHiET EFFIARR, BXEMERRESIFRARTH,
EREBET MK @B BREHAMIZE, NRERAEZHEAN.
BRERBHIMPERFEEGEW, AREGRERF, BHAN
AU T i N 52 D20 12 Fr AN R AT REfR B SRR o

WEHREE: £9%, F1H



https://blog.knowbe4.com/what-is-the-necurs-botnet-and-how-does-it-spread-locky-ransomware
https://blogs.microsoft.com/on-the-issues/2020/03/10/necurs-botnet-cyber-crime-disrupt/
https://blogs.microsoft.com/on-the-issues/2020/03/10/necurs-botnet-cyber-crime-disrupt/
https://thehackernews.com/2020/03/necurs-botnet-takedown.html
https://thehackernews.com/2020/03/necurs-botnet-takedown.html

G

BHHMWXAL SR : EXEMNER, BFMBRAHEZE—

HNRFHAE—THXEIE, RIFEBKEMLEL DNS RER T Z X HRITHEFMEE
e

WLt FHIRFATRE(E AIX KRB — LA sEE =,
ez
JEEXRHEZERH C2 Fi FIRIE R
2022 £ 7 AEZ2023F 1A
1.517 144481
112
5000 5
2,353 FF
67671 56277 4957 4447 4387 4125  397F 390 F
0F [ ¥ ¥ ¥ ¥ ¥ oy
. \@\ é{b Q‘@ %Q'b ,\<b 0@ &Q Qé\ 3'1/ . ‘g',\
= <<ob QQ;& Qﬁ\{- (\Q\C\}p ee’o P @00 6°0+ 00(‘\\&
,\0@ P ‘.OQQQ

B 15: Mirai ABILEXKIER, FEASEITEAZER 0T iZ&

A EK, KEMNZEFS Mirai BFMEFXNEREIT 1.44 2% (B15) - izEF
W Bir2NEERRINBP BNZBHUSANE loT B&. REZBXRNEAHER

X, HFEEA 0T REEZMXRETHNERESERERES. ERE, 72022 F,

EEFRENBEMZETFHREER 228, b E—F825 BBE K. loT ZEEEiE
FitiE =g (8] 2025 FF34%8) 5442) , KRB EATREH T E % 40T Mirai S Bl 2E 7
IR, HEAARRER 0T Z&.

WHREE: £9%, F£18

SOTI


https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/connectivity-and-mobile-trends.html
https://www.statista.com/topics/5236/internet-of-things-iot-in-the-us/#dossierKeyfigures

G

XMEB SRR ERFERNZIE, WEILEIFAIUFARREERILE, mieNxA
EHIE. 1B DDoS Wi 73 E Mirai %{EF W& & AR B RIRAR At =48 Bl Sk E L
PR AR BERELE, SUERENIOARF BB, #HHZE Mirai F1HE A
KB T

Beitl . FRZRFREM

Bl FRZRFAFEME X k2 ERIRY C2 Bl 7 FIRI & AR £
2022 %7 BE2023% 1 H

1.925 1Z

60 5 SOE 30)3

B 16: ZATYEE, FluBot BEE AN . HHFIFFNMXHIEL,
RARFRRCHERR, REMLTEFEFPERTHHENES

A BT REE FluBot BEMAERUMN. FRFAEMNEXHEEED QT IREAS.
EZX N2 T L NENAEX DNS EifE (£491.9312) . BidHZE DNSRE, Al
WE T IXERLAMILLEERIM. RARMIFEMNBX (B 16) - —MERBERRERATE
EMEHERIEAK, TdﬂPﬁﬁtE’JMzﬁ%ﬁﬁm, BHEMZEENBRRABRELEERE. It
5, EXRSBMIRAATHE N S5ERYRNIESMEEXNNBERRF, B:iX4NHAEFELR
FREZR M. BRikZ5, FluBot EERREBEIMINR, HERP AABEHER THZEID
FTRAPHRIT/MESER. RIBRS, E4d0AA LTRSS, EEH. F=HEE%SE
R, BEXEAEMSHREIES, NEEMQIFIE, XHIF2XMEERGER
MBI RESEEZ—-

WHREE: £9%, F£18

SOTI


https://therecord.media/europol-shuts-down-flubot-malware-operation-alongside-11-countries#:~:text=Since%202020%252C%20the%20FluBot%20malware,Germany%252C%20the%20UK%20and%20Japan.
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https://cointelegraph.com/news/the-driving-forces-behind-crypto-adoption-in-latin-america-in-2022
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https://www.akamai.com/blog/security/pykspa-v2-dga-updated-to-become-selective
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https://www.akamai.com/zh/blog/security-research/sophisticated-phishing-scam-abusing-holiday-sentiment
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https://www.akamai.com/zh/resources/state-of-the-internet/enemy-at-the-gates-analyzing-attacks-on-financial-services
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https://www.akamai.com/zh/security-research
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