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Optional, but should Less
be performed on file Critical
repositories

Anti-malware
scanning

HIPS with

- - Important, but may
vulnerability shielding

be performed outside
of the workload

Server workload EDR behavioral
monitoring, threat detection and response

Exploit prevention/memory protection

Core
Application control/whitelisting workload
protection
System integrity assurance strategies

Identity-based segmentation and network visibility

Hardening, configuration and vulnerability management

Foundational

Operations and Security Hygiene

No arbitrary code, Admin. privilege Change Log
no email, web client management management management

A Restricted physical and logical operator access
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