Akamai

Ztad sk APl HOH=S E ol
OMIOP Ef 8 I°—='.9.I
S AH|A 2


https://www.akamai.com/ko

s Al Q OF

a =

ZHE37|S(MF)0| 2
XL 2024H0|| 4.2%0 =2

™, OFA|OF EfH 2 (APAC)
AN MEE o|ojZ

Aoz HAELICH olfet 8%, 53| =& AMHIA
FE0M BYR0 Hetdtes 238 H0 M
OfZ2[A 0l =22y AE IOl A(AP)= AL
CIX[E oS 0|ne iy degez fdaU
API= 28 A[&EC Yol 19248 AAS s
Z1€H 7tn d S otH HIolHeL 7|55 #EsHA
uete = A=F FELULL Eoh 58 MEA WS
gMS Mgz DA LY FES
Mot et

202637t X| APAC X9 E©Qf Xl§0| 5504
S2{(USD)Ofl & AO|2t= IDC2l oA & += AKOI,
API AHES] 250 §F2 =TIAE %t.'_f?:.”—l Ct.
=8 7|20 APIE &5l CIX|8 AMH|X foFE A
Ol K| QA B2 2O FFHO =E& AU
APl ALE0| 2SN ALOIH HEXS2 HAWH

4 2HO| 7otgrHeR S/t en, SAAE2

’

Az 5t
£ 2%

=8 7|22 o[ 7y ghg ol 2itof| tE
AtOlHf Qb Z=X|of Y
A A~ S E25t= AE OfL[E
HIO[E e At S E23tE HOE =5
Olof et Aol SH2 2 Qo 2|23 5 & 0f5t7|

Sk7| <IsH
SfCH et FXHE S{OF2 R LT

p D zio| ojzZtst
[}

25 e AL e TE, gA 58 L AO|H 2ot
HE27tetel e S280| S HA L A H T

API7} Z=E35F= APAC X|9 28 MH|A A9 C|X &
M2 Do @ FAY B0 Cf S5t ot &=
AAC My AMZ EFLICH DN E
=76t o|2{st Hol7t MY EO| et 58 AHlA
AA = AOIH EOF MAE Zotstn, HoF FAUAHS
S| 25, CIX|E 2 Alo| &EO| AFOIEH >S40 &
=ZEOHX| A E ZBAHE 2HOtOf 2hL|C.

=xx |
T


https://www.akamai.com/ko
https://www.imf.org/en/Publications/REO/APAC/Issues/2023/09/27/regional-economic-outlook-for-asia-and-pacific-october-2023?cid=wp-com-AM2023-REOAPDEA2023002
https://www.idc.com/getdoc.jsp?containerId=prAP50495823

G

M} Q8% = API

APAC X|92 58 MHl2 2Z0AM CIXE il
At ASLCH API= Bt Al2" 2t S4
=0A AU Ejuo] S22 st Ch&et
ofi E2A 0l MB|AS X[RstD ASLIC OfA|
DM Az Tred 2ol 8L Akg O[H & H tiE MY,
SR BE|MA] et 58 25S AoM Halg
UASLICE ol2feh Helzt2 1 dHE HEUS &

At 2 o|Z A& L.
A28 2 S4 E0A IHUW EBjH 9
ST E Tetef et of Z2[A o] MEAE

[e]

o

Polaris Market ResearchQ| 210 A0f 2™, 20214
=24 E WZ AME 2= 1619 40000
= 2{(USD)0|H, 20300 = O = 7|t SQ HEZ
26.8%2 dEEE d&S 12819 20000t
=22{(uUSD)0f g HeZ O A ELICH PolarisQ|
ZIMX= ETH o5 7|2t Q7MY 2 BEE 0| E
X922 APAC K|9S HUSLICEH APAC X|F2| &
MH|A QAT QE WZo| &S x|t &&517]
M= API 2ol = NtXE s Z5t7| fI%t
332 30| EtL|C}

O] X|¥o| M&F FXtE= 7t 22, MAS(Monetary
Authority of Singapore)= APl 220|282 =7t &LICt.
MAS+E 20183 World Bank Group2| IFC(International
Finance Corporation) 5! ABA(ASEAN Bankers
Association)2t &2 2 APIX(API Exchange)9|
HdES FEO7|E HELLCHAPIXE 28 7|2 =38
7l 718 o HdYS ST 222 =24
OIS o[A & MEBFAQILICE

[ |

o
to
— TIH
ro of

18 B ooy
St o rjr mjo

AN
A=l 2d AU e B2 AY R B8
ASE ?st 28 ZE&H= Mst7| ?I8 =

&L



https://www.akamai.com/ko
https://www.polarismarketresearch.com/industry-analysis/open-banking-market
https://www.mas.gov.sg/development/fintech/technologies---apis
https://afcwp.asean.org/wp-content/uploads/2020/06/Annex-16-Presentation-on-APIX-MAS.pdf

G

ol HEO| 7] O|[L|ME[E F StLt= 2016E ¢
ZA elemjo|Az, Ut %':'.JOI APIZZEZSZ AtE
_T'_o|5|_| M-|':E|-E|§ E-‘-H 2'6H |x|. | x4_/.>'5|._| 7-|E|-|§
HASI=F St= AO|ASLICt 2021'F RBI(Reserve
Bank of India)& &2| Z2|AtE M4 stn, AH|[XH7t
Aol 58 7|50 CIXE HAloz HE D' Ho5t,
=28 MHlA& s eHetel ol 37 Z2MAE
Aastsle ZY Y32 Account AggregatorsE
ESAMHSLCL

)f

0|24t 20| = 2715t APAC X| Y| 28 AHA
A= 20224 227|2F 20234 2T7|77+ | &
OfZ2|# 0| M 2 APl 320| 36% =78 18742 S ¢t
F2{379 Ho| 30| Ldst= S MAOINM 7t B2

[k

45 g g4 T ot UYL E2 58 27t

Q= APAC X| 0l A= 2 of Z2|70]41 3L API 2 20|
70| Z7HE L

AN H

Behavioral + governance + in-line enforcement

APl Gateway + App & API Protector
Governance + in-line enforcement

App & API Protector
K|‘J In-line enforcement

APAC X|g 2| API £+ 2|

APAC X| 90| AM = 2021 HEE 202247}

AN H

QI8}| == Optus O|O|E| S-Z=1} O] = T-mobile API H|O|

X 28
MH| 20| CHet SA0[ 248% S 715t OHEEI5'1|0|’q
ol APl 2240| 22| SIS L|CH APIO| AR o2

Jor

2

[ O]
|_
S

N o ©

L|Ct.

0 py

3

—)

Ju

O] MO A& O] 3R% &
BINOZ HB S| Qs A
HOHO|| CHH MAA M2 &t

HIOJH 2ots EE5t= Y|

5
=L

ofm ¥ rg
K o

I.

mo p
02
ot =

>

J HELto

FL|CF.

J
>

4
=

mjo

Hzstn
C}. &

=S —’F‘Ea-*% B2 8 =0 24US
OIANNHEL AELOlE Hotap IS H

St
I_
& Hoj = Zest APl 2Ot £2MO| oM
Sk
=

Vulnerability

Mnitoring

Threat hunting R s ey

service

Anomahy
detection

H o

.|

X0

API 7HA|
&
§
L
@

ar
ofo

APIZ
E3H AP
RuEsey


https://www.akamai.com/ko
https://www.centralbankofindia.co.in/en/upi
https://www.centralbankofindia.co.in/en/upi
https://www.livemint.com/money/personal-finance/indias-investment-industry-warms-up-to-account-aggregator-framework-for-financial-data-sharing-sees-influx-of-registered-advisors-and-brokers-11684690028631.html
https://www.akamai.com/ko/lp/soti/slipping-through-the-security-gaps-the-rise-of-application-and-api-attacks
https://www.akamai.com/ko/lp/soti/slipping-through-the-security-gaps-the-rise-of-application-and-api-attacks
https://www.akamai.com/ko/lp/soti/slipping-through-the-security-gaps-the-rise-of-application-and-api-attacks
https://www.acma.gov.au/optus-data-breach
https://www.bleepingcomputer.com/news/security/t-mobile-hacked-to-steal-data-of-37-million-accounts-in-api-data-breach/
https://www.bleepingcomputer.com/news/security/t-mobile-hacked-to-steal-data-of-37-million-accounts-in-api-data-breach/

G

T8 API EQtEZ|A3

relo =

g2 ottt 7, 3 |HIM *EH' S40]|
ZetE L
-ME APIL. B2 58 7|20= 2E APIE
SHot= §320ILt E8et Ho| gLt
o2t = £F2 2otof] ¢ 3HS
OF7[2fLICt APIS| ZtE|et HS 0= =AY 2l API
LA 2RO ST LR 2ot
B 2hel AKXHE st HERO| SH M M=
APIE EX[3ts 2= SO XEH
HMg Soff M2 LHE APILL 7|E APIO| #H
MEE A% YUOIESHH M= APIE MAY =
UF L
* F{ofSt API. APIZ7L 2 AL|H 58 7|22 223

AL
NS B7i%10 55| D128 HO|EIE BTBlE
APIO| Z|QFM S AlEHS||OF SFL|Ct O] CHA= HOt
Lol 2MERE aNHoR HotI| 9l
HIEA| Zodh £ QL)

o o

API E&. C|X[ =37t 7t &0 M2t APAC
Ao & 348 A7t AL S7t5tn
A& LICH BAXES B0l APIE BHOR
)§7| [[H—E—O“ 'E:I'Q'J—'—f 9_9_0 D|-7| O|o|- 7#246;_}

2ot =X 2 gtLCf.

- Qe ROl it /. K A2 FF Uaet
HOIHE Mt=stH SR M22 54 78S
MEeLth SAxE E EHE'O =AM 1 gt

- 22|H4 AT 37, 3HXISS APIS AS0
S2/HM AHE 322 AEAHO2N 28
7|Bg BX o2 41 AL,



https://www.akamai.com/ko

G

APl EQF 22 =™ qjx|

SX|E|X| 40 HNE|X 842 33

Z|2 SANSS| A& ZALO] E2H, AP| QIHI E 2|
ofds| F& 7| oA 52 M YLICE 28 7|2
o=zt Lof e 2 E APIE QXX 2 &
A, O|2{ot ALR0= HHEHA S EOF ARZEX| Y7t
LA LICEH O[3t 7tA| Y &2 API 340| 53
X E|X] @0 ENEX| b= =2 20 F st =
USLICH API E QO] A HiFf CHA = APIE Z2E O =

HASHL 2 Rot= AYL(C

ata| Mol APl 3| Ak

o
# 0fZ 2|70l 41t APIO| 7} 40| FEHE|H 1Y
DECot HME SY=0 2 YTS O 4
ULLICH CIXIE M M2 wajo| =9jo| S7tatof
et APIS S6| T2 7| nt 7| = 28o| =3
oE wyo zoioM 38 7B Y3 oS

SRV S LI

o o

= =
o —

SLICH 0|23t MEtoz Qlgl &2

Yol etE Wt E MmetEotof 5t

rr ro ofn

=
=]
N
>
i)
re
o
L 030

APJ: Top Web App and API Attack Verticals
January 1, 2022 — June 30, 2023
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Financial services remains the most frequently attacked vertical in APJ
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OWASP API Top 10 coverage by Akamai

API1:2023 — Broken Object Level Authorization: BOLA vulnerabilities can
occur when a client’s authorization is not properly validated to access specific
object IDs.

Y]

API2:2023 — Broken Authentication: BA refers to broad vulnerabilities in the
authentication process, exposing the system to attackers that can exploit these
weaknesses to compromise APl object protection.

Ky

API3:2023 — Broken Object Property Level Authorization: BOPLA is a security
flaw where an API endpoint unnecessarily exposes more data properties than
required for its function, neglecting the principle of least privilege.
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API4:2023 — Unrestricted Resource Consumption: This is a type of vulnerability,
sometimes called API resource exhaustion, where APIs do not limit the number
of requests or the volume of data they serve within a given time.
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API5:2023 — Broken Function Level Authorization: BFLA can occur when
access control models for APl endpoints are incorrectly implemented.
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API6:2023 — Unrestricted Access to Sensitive Business Flows: This risk
arises when an API exposes critical operations like business logic without
sufficient access control.
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API7:2023 — Server Side Request Forgery: SSRF allows an attacker to
induce the server-side application to make HTTPS requests to an arbitrary
domain of the attacker’s choosing.
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API8:2023 — Security Misconfiguration: This refers to the improper setup
of security controls, which can leave a system vulnerable to attacks.
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API9:2023 — Improper Inventory This is a chall for every
organization managing APIs. API security solutions can protect known APIs,
but unknown APIs — including deprecated, legacy, and/or outdated APIs

— may be left unpatched and vulnerable to attack.

&l

API10:2023 — Unsafe Consumption of APIs: This refers to the risks associated
with the use of third-party APIs without putting proper security measures in place.
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