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Excessive Data Retrieval

AV Evidence @ Block Attacker Take Action

What Happened

The indicated user pulled a suspiciously large amount of sensitive data from an APl compared to other users. The user
pulled 413 sensitive datatypes per m e, more than 99.99% of the other users. The average user received 10.64 datatypes
per minute.

| Why That's a Problem
This could mean the API has a broken authorization mechanism or it could mean that a threat actor has managed to leak
sensitive data from one or more of the APl endpoints.
What You Should Do

Review the users behavior including the API calls they have made to ascertain whether malicious activity has occurred and
to determine whether there is a bug or vulnerability in the code of one or more of your endpoints.
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Internet-Facing APl Access With Missing Authentication

7\7 Evidence @ Block Attacker Take Action ;;T’;ogress
What Happened

A user successfully accessed an internet-facing API that requires authentication without a fully authenticated API call.
The following parts of the authentication are missing or have an empty value:

e header.authorization(JWT)

Why That'’s a Problem

By bypassing the API's authentication mechanism, attackers can gain control over other users’ accounts, access their data,
and perform sensitive actions on their behalf. A broken authentication mechanism is a critical risk to your organization's
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