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DESCRIPTION = -
= Destinations
A network scan has been detected
IP Address Scanned Ports
SEVERITY
] 1,2,3.4,56,7,89,10,11, 12, 13,14, 15, 16, 17, 18, 19, 20,21, 22
Medium 55,56, 57, 58, 59, 60. 61. 62, 63, 64, 65, 66. 67, 68, 69, 70, 71, 72, 73
104, 105, 106, 107, 108, 109, 110, 111, 112, 113, 114, 115, 116, 117,
142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155,
ASSETS

180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193,

_ 218, 219, 220, 221, 222, 223, 224, 225, 226, 227, 228, 229, 230, 231,

256,257, 258, 259, 260, 261, 262, 263, 264, 265, 266, 267, 268, 269,
294,295, 294, 297, 298, 299, 300, 301, 302, 303, 304, 305, 306, 307,

TIME 332,333,334, 335, 336, 337, 338, 339, 340, 341, 342, 343, 344, 345,
370, 371, 372, 373, 374, 375, 376, 377,378, 379, 380, 381, 382, 383,
2022-11-03 19:07 408, 407,410,411, 412, 413, 414, 415, 416, 417, 418, 419, 420, 421,

446, 447, 448, 449, 450, 451, 452, 453, 454, 455, 456, 457, 458, 459,
TAGS 484, 485, 484, 487, 488, 489, 490, 491, 492, 493, 494, 495, 496, 497,
522,523, 524, 525, 526, 527, 528, 529, 530, 531, 532, 533, 534, 535,

Host Port Scan m 560, 561, 562, 563, 564, 565, 566, 567, 568, 569, 570, 571, 572, 573,

598, 599, 600, 601, 602, 603, 604, 605, 606, 607, 608, 609, 610, 611,
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Incident INC-7A28DC19  Severity: Higt
Affected Assel N Summary | © Session Recording | [YFiles (10) | [ Processes (35) | = Network (4) Credentials (3)
ected Assets
= — - I
port 60368 | ] A userlogged in using SSH with the following credentials: root / ****** - Authentication policy:
port 22
S q o A possibly malicious Superuser Operation was detected 2 times
tarte nde:
2022-05-29 12:29:41 2022-05-29 12:40:05

/tmp/.X25-unix/dota3.tar.gz was downloaded

Associated Incident Groups . .
Connection was closed due to timeout

Tags

An attempt to download /root/.ssh/authorized_keys was made

Recommended Actions

+ Add custom tag
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Title Scheduling
Malicious Powershell Actions
Query & History Set Label Quarantine | : | Quarantine

* - ) Remove label from unmatched agents @
SELECT * FROM windows_eventlog

WHERE channel="Microsoft-Windows-Powershell/Operational”
AND

(lower(data) LIKE "%iex¥%webclient®" OR

lower(data) LIKE "%invoke-mimikatz%" OR

lower(data) LIKE "#invoke-seatbelt¥®") LIMIT 1;

Alert to Syslog
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Section Source Destination Ports/Protocols Action
& Windows

Allow ¥ ansible-operator 5985 TCP | UDP Allow
£+ Any
& Windows

Block * Any 5985 TCP | UDP O Block
™ Any
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