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The indicated user pulled a suspiciously large amount of sensitive data from an APl compared to other users. The user
pulled 413 sensitive datatypes per minute, more than 99.99% of the other users. The average user received 10.64 datatypes
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Review the users behavior including the API calls they have mad

e to as
to determine whether there is a bug or vulnerability in the code of one or more of your endpoints.

akamaicom | 13 | Akamai



https://www.akamai.com/ja

APIEF1VUFT 11 >S5 > bODFHM : BIEENTWSS—5DEHICET 5R

BN TWVWBT—IDEXDHIZFUSRTHELL D,
DAL, API REBICEDTCF I YT A IRAF VYDA 1—%ZR
LTWET, Akamai TS5wv hIJA—AlE. IXRTD API (CEH
B FENTET—FDFAT EfEZ 17 F R MMIGU TER5H,
LTWLWET,

RDET(E BEIESNET =N APl LXK D> TEHLULTWVET,
Akamai DT Sv R I A —AlFIXESNDT—YDYAT (2 -
DHIT(FHEREES (SSN)) ZHRIH L. SSN T—55 1T =

MUBTCELEESNZEDE UTHIMIFTENTUVE S & &2 5705 # : SREEDRE LTS API D351
LET. Akamai (. A >F—Rw K7 XBIGETH DA
5 APl F'— RO T A ([CEERSHUTULVRLY AP IR E, APl (DFHED emetFacing AP Access Wit Hissing Authentication
DEEZRZRMITDEETETET, pEe—— WCEE— EE——

Status
In Progress

What Happened

A user successfully accessed an internet-facing API that requires authentication without a fully authenticated API call.
The following parts of the authentication are missing or have an empty value:

e header.authorization(JWT)

Why That'’s a Problem

By bypassing the API's authentication mechanism, attackers can gain control over other users’ accounts,
and perform sensitive actions on their behalf. A broken authentication mechanis
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