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Protecting workloads in hybrid and multicloud 
environments

In seeking innovation, competitive advantages, and efficiencies, enterprises have moved 
toward a DevOps-based cloud infrastructure model. As such, they have increased 
enterprise IT speed and agility in ways we’ve never seen before. Many organizations 
continue to adopt public cloud infrastructure and new deployment approaches like 
containers and serverless technologies. By embracing this new model, the latest cloud 
computing technology is dramatically accelerating the pace of change. These practices 
allow workloads, applications, and even environments to be automated, autoscaled, 
migrated, and more. The resulting competitive advantages are powerful.

At the same time, some legacy services and systems, like traditional data center 
infrastructure, remain in use. Companies might be in the process of removing or 
modernizing them, but the systems inherently still exist because they hold business-critical 
applications and workflows. 

Furthermore, traditional security techniques have not been able to keep up with the pace  
of change, which opens up the question of how to protect cloud workloads in these new 
hybrid cloud and multicloud environments. Beyond speed, perimeter-based security is no 
longer effective when the vast majority of traffic is taking place inside the cloud or data 
center (east-west) as opposed to coming from outside (north-south). This transformation 
also forces IT executives to rethink their security playbook. 

In fact, no traditional cybersecurity models were built with infrastructure as a service (IaaS) 
in mind. The public cloud needs new strategies based around its own unique challenges. 

Enterprise security must evolve to support the new business environment. Organizations 
have made dramatic changes already to satisfy business requirements and agile working 
methodology. Security has been left behind despite massive investment made. 

The reality is that spending money on solutions that were developed without the cloud in 
mind is a mistake. It does not help detect and prevent today’s — or future — breaches. So 
how can you consume public-cloud services and enjoy the benefits of speed and agility, 
without compromising the protection of critical data?

Traditional security techniques are not effective in hybrid 
and multicloud environments
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The modern, hybrid cloud data center 

The makeup of the modern data center, the increased granularity of workloads, and the speed 
of development are all changing rapidly. A typical modern hybrid data center is composed of 
workloads running both on-premises and in public cloud/IaaS, using multiple vendors and 
utilizing platform as a service (PaaS) either on-premises or in the cloud. The amount of 
workloads running in the public cloud continues to grow. Simultaneously, on-premises data 
centers aren’t going anywhere anytime soon. Case in point — a recent survey of technology 
executives showed that when it comes to modern IT environments, about 59% have “some on 
cloud but most on-premises,” with 34% having “mostly cloud but some on-premises.” Only 7% 
is “all cloud,” but that number is expected to increase dramatically.1

As we can see, enterprises are increasingly adopting DevOps practices and improving their 
agility. Native-cloud services and serverless technology are becoming easier than ever before 
to implement. By using a combination of containers, VMs, and serverless workloads in the 
cloud, you can be more cost-effective and transformational from a strategic point of view.

Security needs to fit into this hybrid cloud paradigm. Businesses need to address security  
at every stage of the DevOps process, from testing, building, and planning, to monitoring, 
operating, deploying, and releasing new features. Moving to the cloud cannot be a stumbling 
block that prevents success. 

Many enterprises today have to protect workloads that are distributed across on-premises, 
colocation, and multiple public cloud/IaaS platforms. They are struggling to keep these 
workloads secure with traditional on-premises network security models. 

Matters are made more challenging when you attempt to deploy new cloud-based tools  
and techniques to secure the new cloud technologies. The levels of complexity multiply,  
as businesses attempt to enforce different security controls in different environments and 
introduce risk by deploying these controls without adequate visibility. 

In other words, the cloud — which is meant to make enterprises more dynamic, agile, fast, and 
innovative — is now putting many organizations at risk. With a lack of relevant cloud-focused 
security tools, enterprises are limited in their ability to embrace this new technology without 
causing blind spots and more challenges. 

That’s where adaptive workload protection comes in.

Distributed workloads are not well secured, 
limiting new cloud technology usage
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The shift to IaaS drives the need for 
adaptive workload protection

The best way to secure granular workloads with short lifespans is with dynamic 
application of protection as soon as the workload is in use. Workload-centric solutions are 
far simpler for enforcing security policy than traditional network security models when it 
comes to public cloud infrastructure. 

As a policy follows the workload — independent of the underlying infrastructure —  
the model can be applied to all workloads across the entire hybrid cloud data center 
environment. The result is a consistent, platform-agnostic approach to security controls. 

While there are native-cloud security tools, adaptive cloud workload protection platforms 
(CWPPs) provide more comprehensive, granular control at the process, user, and fully 
qualified domain name levels. They also work across multiple cloud providers and on-
premises, supplying stronger and more comprehensive protection for VMs, containers, 
and serverless workloads.

Cloud workload protection platforms support  
platform-agnostic, workload-centric security solutions
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Actionable core workload protection strategies: 
mapping controls to Gartner’s cloud workload 
protection guidelines 

One of the most widely followed guidelines for cloud workload protection was written by  
the industry experts at Gartner. According to Gartner, there is a clear hierarchy of controls 
when protecting cloud workloads. 

The pyramid below moves from foundational to less critical, showing the strategies 
Gartner considers to be core, as well as those that are important but optional. Ideally, 
these steps should be included in each workload, ensuring that security is built in for  
each action on the cloud.

Risk-based hierarchy of workload protection controls2

Gartner’s cloud workload protection guidelines provide 
a clear hierarchy of security controls for enterprises 
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Here’s an expanded explanation of the core strategies our solution satisfies 
to help you figure out how best to incorporate these strategies into your 
hybrid or multicloud data center protection program:

•	 Hardening, configuration, and vulnerability management  
According to Gartner, the most foundational workload protection 
strategy is to configure your systems and settings appropriately to 
reduce risk. Vulnerability management tools take the manual removal of 
attack vectors a lot further and automate this process. You can then find 
and solve software issues that could open doors for malicious intent.

•	 Identity-based segmentation and network visibility  
Gartner highlights network segmentation and visibility as core strategies 
for cloud protection. Most organizations are using next-gen firewalls 
on-premises, yet many accept a less secure solution when they move  
to the cloud. 

Security teams understand that next-gen firewalls are insufficient for 
cloud protection, but don’t know how to achieve heterogeneous insight 
or control in a dynamic, hybrid data center environment. So let’s take a 
moment to go over how to do it right. 

First, establish visibility. Quick visibility results in faster time to value, as 
all stakeholders are immediately and automatically on the same page. 

Native cloud tools may provide snapshot maps or textual logs, but these 
are generally dense, incomplete, or insufficient. The best solution should 
automatically discover all applications, traffic, and dependencies in your 
network. That way, you can see at a glance your whole IT ecosystem, 
even when your enterprise is distributed in a hybrid manner. 

Your solution should also include powerful context, with strong insight 
into the true picture of what’s happening in your data center. For any 
enterprise looking to manage security operations and inquiry at scale, 
every flow needs to have this context, with an ability to drill down to 
individual process and server communications. This enables the kind  
of data-driven decision making that bolsters policy creation. 

After you establish visibility and context, create segmentation rules  
that fit best practices for your business. For example, you may want  
to separate Production and Development environments or isolate 
customer data to prove compliance. You can also develop more  
granular microsegmentation policies to provide deep security  
and control in a way that suits your specific business context.
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•	 Application control/allowlisting  
When your security team can set policy and be confident that it will run everywhere,  
your transition to the cloud will be simpler and more secure at every stage. 

Relying on ports/IPs alone won’t get you the level of visibility you need for full cloud 
workload protection. Tightly controlling traffic between application components is a  
core part of a strong microsegmentation solution. The best technologies have granular 
visibility and control, down to the application process, user, and fully qualified domain 
name, using details such as hash values, checksum, full path, resolutions, and identity 
store authentications. 

Some additional features that can augment application control include: 

•	 Microsegmentation that can limit lateral movement on the cloud even within  
the same application cluster 

•	 A single pane of glass approach, which translates to better security 

•	 The ability to create both allowlist and denylist models, both of which can prevent 
unauthorized applications or traffic, and make sure that important connections  
run unimpeded

•	 Exploit prevention/memory protection  
The last core server protection strategy in Gartner’s guide for CWPP is exploit prevention. 
Look for a microsegmentation security tool that provides breach detection and response. 
That way, you can replace redundant tools and reduce complexity in your data center. 

Moreover, as mentioned previously, visibility and mapping are foundational. Once you 
have a thorough map of your whole network, it’s easy to see unpatched vulnerabilities  
or malicious communications that are acting out of the norm. When your enterprise  
has established a baseline for legitimate traffic, unsanctioned movement stands out.
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Other important protection strategies 

The core server strategies mentioned above are foundational for security in the cloud. At  
the same time, Gartner identifies several other strategies that can strengthen your hybrid or 
multicloud environment, including server workload endpoint detection and response (EDR), 
behavioral monitoring, and threat detection and response (TDR). 

EDR, behavioral monitoring, and TDR are important parts of breach detection and incident 
response. To cover these aspects of security, look for a solution that includes reputation 
analysis. This will let you identify more information about an attack, as well as provide you 
with advanced deception capabilities to trick attackers into giving away their methods. In this 
way, you can harden your policy and security procedure moving forward. 

Visibility data may be needed to establish information about a past event. The best providers 
store your data for months, allowing users to focus on specific applications, processes, and 
time periods. Security teams can also use this data for forensic investigation and improved 
incident response.

Akamai Guardicore Segmentation: protecting hybrid cloud workloads under  
the CWPP hierarchy

Akamai Guardicore Segmentation addresses the gaps inherent to native cloud security tools, 
satisfying many of the foundational principles laid out in the CWPP. Moreover, the solution 
intelligently supports visibility, policy creation, and enforcement across hybrid and multicloud 
data centers.
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Our solution provides in-depth visibility — one single pane of glass that gives a view of  
the entire data center. Visualizing your hybrid data center as a whole, you can thoroughly 
understand application dependencies and the effect that any policy will have on your network. 
This has a powerful effect on cloud migration, getting customers to the cloud significantly 
faster than native visualization tools. 

This in-depth visibility enables you to: 

•	 Create a to-do list for networking in the cloud 

•	 Quickly detect applications across any infrastructure and application dependencies 
— a critical capability for successful migration 

•	 Understand your infrastructure and operational costs ahead of time 

•	 Gain insight into the best policy creation for lowering risk from migration planning stages 

•	 Take advantage of the shortest, simplest, and most secure path to your business goals 
for the cloud 

Our comprehensive visibility also comes with context for each communication and flow, 
enabling you to reduce errors and overall complexity. You can group and filter the information 
to support any stakeholder reading the map, easily providing them with the exact information 
they need. This context-driven view reduces the need for third-party vendors and policy 
creators, resulting in swift understanding of your environments so you can create, refine,  
or amend applicable policies.

Akamai Guardicore Segmentation’s in-depth and context-based visibility 
results in a swift and thorough understanding of your environments
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Other critical features our solution provides include: 

•	 Process and service-level policies, which enable simpler and stronger security when 
dealing with dynamic protocols such as FTP or Spark 

•	 Identity-based microsegmentation policies, which enforce connections based on the  
user creating the connection 

•	 Fully qualified domain name-based policies allowing you to reach autoscaling resources 
whose IP addresses are dynamic 

•	 The use of existing public cloud tags as labels, simplifying the visualization of your hybrid 
or multicloud data center 

•	 Automatic building of policies from observed traffic, so you get quick and expert guidance 
as you start your microsegmentation journey 

Reducing complexity is the ultimate goal when looking to secure a hybrid data center. In 
response to this need, Akamai Guardicore Segmentation is platform- and infrastructure-
agnostic, giving you one view of the whole application and policy that follows the workload, 
regardless of where it resides. Each rule is applied on all workloads, from vCenter and public 
clouds (AWS, Azure, GCP) to bare-metal servers and containers. 

Not only does reducing complexity result in a stronger security posture, it also lightens the IT 
and security workload. With cloud-based security groups, you need native-cloud experts for 
each vendor. In contrast, with one security solution that manages visibility and enforcement 
across the entire infrastructure, you only need certified users for a single technology.

Our solution is platform- and infrastructure-agnostic, managing 
visibility and enforcement across the entire infrastructure

Separation of sensitive 
workloads from users

Device isolation for 
protection/risk reduction

Compliance visibility, 
segmentation, and reporting

Container visibility and 
segmentation

East-west traffic 
and control

Application  
ringfencing

Identity-based 
segmentation

Environment 
segmentation

Examples of Akamai Guardicore Segmentation use cases
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 A future-proof cloud workload protection platform 

One of the cornerstones of Agile methodology and DevOps is the ability to fail fast and 
quickly, and easily move to the “next big thing.” Unfortunately, and somewhat ironically, 
migrating your workloads between different cloud providers can slow you down tremendously. 
It also can be difficult to do with security kept in place. 

You need to be able to keep your options open. If you want to move to a multicloud 
infrastructure, or even migrate workloads to a new cloud provider altogether, it should not 
have a negative effect on security — nor should security stop you from making the move. 

Akamai Guardicore Segmentation allows you to remain flexible and move at the pace of 
business, migrating your workloads with security policies intact. It does not hinder the  
DevOps process or agility, or require reconfiguration at every stage. Instead, it provides the 
fundamentals of a trusted cloud workload protection platform, so you can keep your hybrid  
or multicloud data center secure. 

Akamai Guardicore Segmentation enables secure migration to the cloud and between clouds, 
and provides unparalleled visibility with context. With our solution, you can enforce policy 
down to process and user level, and follow your workloads wherever they go. 

Now you can make security a feature of every stage of the DevOps process, enabling agility 
and supporting your business. Your organization will be able to embrace cutting-edge cloud 
abilities while keeping security at its core.

1	 2022. Foundry (formerly IDG) Cloud Computing Study. 

2	 Market Guide for Cloud Workload Protection Platforms; written by Gartner analysts Neil MacDonald and Tom Crow; published 14 April 2020

Learn more about securing cloud environments with industry-leading 
microsegmentation. Visit akamai.com/guardicore today.

Akamai protects your customer experience, workforce, systems, and data by helping to embed security into everything you create — 
anywhere you build it and everywhere you deliver it. Our platform’s visibility into global threats helps us adapt and evolve your security 
posture — to enable Zero Trust, stop ransomware, secure apps and APIs, or fight off DDoS attacks — giving you the confidence to 
continually innovate, expand, and transform what’s possible. Learn more about Akamai’s security, compute, and delivery solutions  
at akamai.com and akamai.com/blog, or follow Akamai Technologies on Twitter and LinkedIn. Published 05/23.
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